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Abstract: Amid the growing destructive influence of social media and the spread of fake news, traditional propa-
ganda methods require re-evaluation and adaptation. The issue of training personnel capable of effectively conduct-
ing information and propaganda activities within the Russian Ministry of Internal Affairs has become particularly
relevant. The aim of this study was to develop and pilot a professional development programme for Internal Affairs
Agencies personnel responsible for propaganda work. A total of 187 participants were involved, including
100 Internal Affairs Agencies officers, 30 active propagandists, and 57 participants in the advanced training course.
Data collection methods included questionnaires, the projective technique “Incomplete Sentences”, entrance and
exit testing, and the analysis of practical cases. The developed programme comprises five thematic modules de-
signed to develop both theoretical knowledge and practical skills in propaganda activities. Pilot results demon-
strated a significant increase in participant competencies: the average post-training test score rose from 9.5
to 13 out of 15 (p<0.001), and the proportion of participants with a high level of preparedness increased from
29.8 % to 84.2 %. Notably, substantial progress was achieved in the identification of fake information (from 39 %
to 97 % correct responses) and in conducting counter-propaganda activities (from 47 % to 96 %). These results in-
dicate the high effectiveness of the developed methodology and its potential to enhance the quality of propaganda

work within law enforcement agencies.
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INTRODUCTION

Amid the transformation of the information space
and the rise of hybrid threats, the professional training
of Internal Affairs Agencies personnel responsible for
information and propaganda work has become increas-
ingly important. According to research in the field of
information and psychological influence, contemporary
propaganda activities in the law enforcement sphere
require not only an understanding of ideological foun-
dations, but also the mastery of digital technologies,
consideration of the cognitive specifics of information
perception, and proficiency in methods of countering
disinformation [1].

The analysis of existing studies makes it possible to
identify several key problems in this field. First, there is
a lack of a unified concept for training the personnel
units of Internal Affairs Agencies responsible for in-
formation and propaganda work (hereinafter — propa-
gandists) [2—4]. Second, the transformation of media
consumption, driven by the growing influence of social
networks, messengers, and news aggregators, as well as
the increasing amount of time spent online, requires
propagandists to master digital tools and understand
the specifics of how modern audiences perceive
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information'. Third, the issue of evaluating the effec-
tiveness of propaganda materials produced by Internal
Affairs Agencies personnel remains unresolved [5].

Of particular interest is the study [6], which examines
the effect of social conformity, cognitive biases, and
technological solutions for digital propaganda (including
the use of bots, Big Data, and paid-user tactics). Accord-
ing to the author [6], the influence of political propa-
ganda in the digital environment will increase over time,
and within one or two generations the digital space may
become the primary arena of propaganda competition.
The achievement of a dominant position of the digital
environment for propaganda is possible primarily due to
the development of its technological base, which is ana-
lysed in detail in study [7]. This includes technological
solutions for digital propaganda such as the use of neural
network algorithms and digital actants for targeted influ-
ence on mass consciousness, as well as psychological
aspects of the perception of propaganda messages
(the echo chamber effect and the polarisation of society
through managed discussions). The author [7] is strongly
convinced that current transformations in the field of
digital technologies create significant potential for

! Electronics Hub researched average screen time
in 45 countries. Timeweb Community.ru.
URL: https.://timeweb.com/ru/community/articles/electronics-hub-
issledovali-srednee-ekrannoe-vremya-v-45-stranah.
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computational propaganda conflicts in the digital envi-
ronment between global actors. According to the author,
such conflicts include confrontations between geopoliti-
cal opponents with advanced digital infrastructures and
the necessary technologies, including artificial intelli-
gence [7]. While the focus on technological aspects is
central, it does not diminish the importance of psycho-
physiological mechanisms of perception. As shown in
studies on multimedia perception, the combination of
visual, auditory, and olfactory stimuli can enhance
the emotional impact of content, which may be em-
ployed in digital propaganda to shape targeted behav-
ioural responses [8].

The modern challenges of the information age require
Internal Affairs Agencies not only to ensure the high
professional training of their personnel, but also to foster
strong civic and patriotic qualities, as well as a conscious
stance amid the complex contradictions of contemporary
society. Addressing this task is entrusted to information
and propaganda work, which is aimed at strengthening
the ideological resilience of personnel and building pub-
lic trust in the law enforcement system. In the context of
the widespread dissemination of diverse and often unre-
liable materials across information networks, traditional
methods of propaganda require reconsideration and ad-
aptation to new realities. This, in turn, necessitates
the improvement of the training system for propaganda
personnel, both within the framework of professional
education and through advanced training programmes for
employees responsible for propaganda activities in Inter-
nal Affairs Agencies units.

The relevance of developing the content and technol-
ogy of training propagandists is determined by several
factors. First, until recently, the training of propagandists
in educational institutions was not carried out in a tar-
geted manner. For example, a corresponding 108-hour
course is offered at St. Petersburg University of the Min-
istry of Internal Affairs of Russia within the Faculty for
Personnel Work, where responsibilities extend far be-
yond organising propaganda. In practice, positions of
propagandists in units are often assigned to employees
without specialised training in this area. Second,
the transformation of media consumption?’, associated
with the growing influence of social networks, messen-
gers, and news aggregators, requires propagandists to
master digital tools and understand the specifics of how
modern audiences perceive information. Third, the inten-
sification of destructive information influence, including
the spread of fake news and manipulative technologies,
poses to Internal Affairs Agencies the task of developing
knowledge, skills, and competencies in counter-propa-
ganda activities [9]. Fourth, effective propaganda activ-
ity in the law enforcement sphere must be based on
a deep understanding of the socio-psychological mecha-
nisms through which information affects personnel per-
ception [10; 11].

2 How much time do Russians spend on the Internet?
Inclient.ru. URL: https://inclient.ru/time-user-internet-russia-
stats.

The analysis of scientific literature has revealed
a significant gap in existing research — the absence of
a methodologically grounded professional development
programme for propagandists of Internal Affairs Agen-
cies, one that would integrate theoretical knowledge with
practical skills of working in the digital environment.
This problem is particularly acute in the context of
the special military operation, where the quality of
propaganda work largely determines the moral and psy-
chological state of personnel.

The objective of this study is to develop and test a pro-
fessional development programme for Internal Affairs
Agencies personnel responsible for propaganda work.

METHODS

The study was conducted using a comprehensive ap-
proach that included an analysis of regulatory and legal
documents governing information and propaganda work
in Internal Affairs Agencies, as well as empirical meth-
ods of data collection. The main regulatory document
defining the objectives and forms of propaganda activi-
ties was Order No. 500 of the Ministry of Internal Af-
fairs of Russia, “On the Approval of the Regulation on
the Procedure for Organising Moral and Psychological
Support for the Activities of Internal Affairs Agencies of
the Russian Federation™”.

The empirical part of the study included a questionnaire
survey of personnel and the pilot testing of the programme.
A total of 187 respondents participated in the study, divided
into three groups:

— group 1 — personnel of Internal Affairs Agencies units
(investigators, operatives, and district police officers),
100 participants, who took part in a questionnaire designed
to identify the level of understanding of key terms (propa-
ganda, disinformation, fake news, etc.) and to assess practi-
cal difficulties;

— group 2 — propagandists directly engaged in informa-
tion and propaganda work in the units, 30 participants, who
took part in a survey consisting of 12 open-ended questions
aimed at analysing media consumption and attitudes toward
information;

—group 3 — participants of professional development
courses under the programme “Content and Technology of
Information and Propaganda Work in the Internal Affairs
Agencies” (hereinafter — the Programme), 57 participants,
who took part in the pilot testing of the training Pro-
gramme. They underwent entry and exit testing to assess
the dynamics of professional competence development
(15 questions) and were also assessed using the projective
technique “Incomplete Sentences”.

3 Order of the Ministry of Internal Affairs of Russia dated
August 27, 2024 No. 500 “On the Approval of the Regulation
on the Procedure for Organizing Moral and Psychological
Support for the Activities of the Internal Affairs Agencies of
the Russian Federation”. Konsultant-Plyus: spravochno-
pravovaya sistema. URL: https://www.consultant.ru/
document/cons_doc_LAW 486292/620779d24d715222a3f
234164¢68723cfe511797/.
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Questions for analysing media consumption and atti-
tudes toward information among Internal Affairs Agencies
personnel:

1. How much time per day do I spend on the Internet
(including all devices)?

2. How do I assess the reliability of information on
the Internet?

3.In my work, I have encountered tasks related to
propaganda...

4. To persuade or re-persuade people for me is...

5. The main difficulties I have faced when persuading
others are...

6. The direction of propaganda and persuasion for me is...

7.1f I had the opportunity to learn more about propa-
ganda methods, I would...

8. I believe that effective propaganda should...

9. When I hear the term “propaganda,” the first thing
that comes to mind is...

10. To improve my persuasion skills, I need...

11. I assess the impact of propaganda on society as...

12. If T were tasked with preparing a propaganda mate-
rial, I would...

RESULTS

1. The Programme “Content and Technology
of Information and Propaganda Work in the Internal
Affairs Agencies”

The Programme included training sessions with partici-
pants on five topics:

1) The content of the concepts: information and propa-
ganda in political and educational work within Internal Af-
fairs Agencies units”;

2) Socio-psychological conditions for effective propa-
ganda”;

3) Psychological conditions for the perception of propa-
ganda materials by Internal Affairs Agencies personnel”;

4) Forms and methods of information and propaganda
work in Internal Affairs Agencies”;

5) Organisation of counter-propaganda and debunking
fake news”.

In order to specify the practical component of each class
session, case studies were developed on ten topics: “Con-
cepts of information and propaganda work,” “Image of the
Internal Affairs Agencies,” “Problems of the Internal Af-
fairs Agencies,” “Russophobia,” “Special military opera-
tion,” “The Fifth Column,” “History of propaganda,” “Fake
news,” “Counterpropaganda,” and “Contemporary ideo-
logical struggle.”

1.1 The first topic: “The content of the concepts:
information and propaganda in political
and educational work within the Internal Affairs Agencies”

This topic is focused on the conceptual understanding of
the basic categories of information and propaganda work
within the system of the Ministry of Internal Affairs of Rus-
sia. Particular attention was drawn to the fact that a propa-
gandist in the Internal Affairs Agencies performs not only
an informational but also an educational function, espe-
cially under conditions of heightened social tension, politi-
cised discourses, and the extreme challenges of the modern

era. Unlike traditional educators working with depoliti-
cised subjects, a propaganda specialist in law enforce-
ment faces the task of shaping worldview orientations
that touch upon fundamental issues such as the meaning
of professional service, civic identity, and the value
foundations of statehood.

The theoretical component of the session involves
a comprehensive analysis of the concept of “information” as
a general scientific category, with particular emphasis on its
legal and regulatory interpretation. Considerable attention is
devoted to the professional competencies of propagandists,
specifically their ability to identify in normative legal acts
those provisions that facilitate the achievement of educa-
tional and socialisation objectives. At the same time,
the session underscores the necessity of maintaining a balance
between the ideological dimension and the ethical responsibil-
ity associated with the creation of propaganda content.

The central focus of the session is the examination of
propaganda as a distinct type of information that carries
ideological content and is aimed at shaping public con-
sciousness. In the context of political and educational work
within the Internal Affairs Agencies, emphasis is placed on
its role in clarifying the decisions of the country’s leader-
ship and the ministry, as well as in ensuring understanding
and support for state policy in the field of security. The ty-
pology of propaganda is analysed in detail, with a distinc-
tion drawn between constructive forms (mobilising, patri-
otic, positive, creative, explanatory) and destructive forms
(manipulative, false, destabilising, destructive). Special
attention is given to the purposes behind the creation of
propaganda materials and the interests of the groups that
prepare them.

After the theoretical part of the session, the group is di-
vided into subgroups of 4—5 participants to complete practi-
cal tasks.

The practical part of the session is conducted using in-
teractive methods. At the initial stage, participants are asked
to independently formulate definitions of key concepts,
followed by a group discussion.

The following pedagogical techniques are applied dur-
ing the session:

—case method with analysis of specific examples of
propaganda materials;

— group work for comparative analysis of domestic and
international experience;

— visualisation of results through the creation of com-
parative tables;

— reflective discussion of identified patterns.

During the discussion, a system of visual assessment of
participant activity is employed using coloured markers:
blue stickers are assigned for accurate and complete an-
swers, green for answers requiring minor correction, and
orange indicates a lack of verbal participation. The use of
an individualised approach, providing participants with
additional opportunities to contribute through guiding ques-
tions and personal prompts, gradually engages previously
passive participants in the discussion, thereby ensuring
equitable participation of all group members in the educa-
tional process. This method contributes to increased overall
engagement and fosters an environment where each partici-
pant has the opportunity to express themselves.
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1.2.The second topic: “Socio-psychological conditions are presented. Particular emphasis is placed on analysing
for effective propaganda” the factors underlying thiarmation of trust in information
Its contentncludes the following issues: and the mechanisms of cognitive distortions. During the

tiveness of propaganda: analysis of the target audience PRECEPtion is multstage: even when personnel have doubts

social and cultural characteristiass well as psychological 2P0ut the reliability of information, theyrtd first to fami-
mechanisms that enhance propaganda impact: iarise themselves with its content and only then seek add

_features of working with adults (andragogy): _préional \{erification through allternati_ve sources or consult
existing beliefs, value orientations, and attitudes tow gns with C‘?”eaQ“?S- The d|§cu33|on with participants QISO
phenomena, events, and ideas that are the focus oh-pr cUSes on !de”“fy'r.‘g the primary channels through which
ganda efforts; information is perceived. o .

—distribution of levels of conviction across different aud., Thg practical part of t'he session includes diagnoste tes
ences (convinced, supportive, doubtful, indifferent) [12]. ing using adapted questionnaires (for example, methods for

A 0 ... determining perception modalitiesauditory, visual, king-

The objective of the second topic is to develop piarti ; . . .
pants’ systematic upsydhelogical ahgtl )’i aﬁ %ell %S éase.t Sﬁnglatl%n% Vglt? gxamples ofgprop
mechanisms underlying effective propaganda work and4gnca ma rials. articipants are asked to analysg which

) . : . content elements (text, image, sound) attracted thein-atte
cultivate practical skills for adapting propaganda messages . . :

o X ; 16n first and to complete experimental tasks comparing

to the characteristics of different target audiences.

The practical part of the session is based on interactjye, ctions to the same m?‘te”a' presented in different formats
) ) — video, infographics, audio message). . ,
teaching met hods ai me gkillsan Y eFopihn articipants.
. . . uring group work, various formats Informational
analysing the audience and adapting propaganda MmesSad&3sages are simulated, followed by an assessment of their
The group is divided into subgroups of54participants, 9 ' y

. o : ... effectiveness for different psychological types. Particular
each working on a specific case that involves role distrib o . . .
. - . . .. attention is paid to techniques for adapting content & sp
tion among participants and subsequent simulation of Vacrific erceptual characteristics and to methods for emetio
ous socio-psychological scenarios. During the case yiscg” epn a E] the audience
sions, particular attention is paid to the technique ofrdisti y engaging '

guishing different types of audiences according to th§iry The fourth topic: “Forms and methods

level of conviction— from active supporters to categoricahs information and propaganda work in Internal
opponents of the propagated ideas. Affairs Agencies”

During the sessions, it is particularly emphasised that e
fective propaganda work within the Internal Affairs Age

The topic isaimed to identify the optimal combination
cies should be based on the principles of proactive irder ofar:rda: 'itr',?g':(';ta\,rv‘ﬁhm Otﬂgr?miﬁlﬁl ,:ff;ngofggelﬁiiefzr;;?gm
tion_ _diss_eminatic_)n. This entgils providing personnel wi he practical work with participants began with coepr
verified information on key issues before they encountgtnsive questionnaire surveys. During the sessions, partic
mterpretatpns in open sources, and, if conflicting mfxayrmjar attention was paid to the comparative analysis of
tion has circulated in ngtworks or as rumours, conductiffy effectiveness of various propaganda formats, including
explanatory work to clarify the facts. posters, leaflets, informational bulletins, and video nater
An important component of the session on the secogd for internal screens.
topicisthedee ]l opment of partici pThagrdctical Bessiofistatechaskd oh ¥hé prihciples ot
public speaking and conducting discussions. Each partigteractivity and include several specific forms of work.
pant is prOVided in advance with materials to prepare a bm part of the discussion of real propaganda CampaignS,
propaganda presentation, which is then analysed gtticipants are asked to analyse concrete examples from
the entire group. During the analyspgrticular attention is contemporary Internal Affairs Agencies information and
paid to aspects such as the emphasis of key points, usgrgpaganda practice. For instance, they examine case
emotional tone, and techniques for maintaining audienggdies on countering fake news during mass events or
attention. After receiving feedback, participants are giveiigorithms for refuting false information regarding law
the opportunity to adjust their presentations and adem@nforcement activities. During short simulation exe
strate the newly acquired skills again. cises, participants assume the roles of unit managers r
The concluding part of the session is devoted to reflegponsible for personnel work, where they must respond
ing on the social significance of propaganda work as a teebmptly to simulated crisis information situations:
for shaping civic engagement, patriotic values, and prof§y surge of negativity on social media, the spread ofidisi

sional SO|idari'[y among personnel of the Internal Aﬁaiﬂ%rmation among personneL or the urgent need tm-co
Agencies. It is emphasised that even within a limite@timmyni cate the agency’s official

frame, it is possible to foster participants’ motivatio
further self-improvement in this area. 1.5.The fifth topic: “Organisation

of counter-propaganda
1.3.The third topic: “Psychological conditions and debunking fake news”

Lor the perr:ef[])ctipn of propaganda mat(-;rials The topic places particular emphasis on developimg pa
y Internal Affairs Agencies personne ticipants’ systemat ipopagandd e r s t a

It begins with a theoretical introduction, in whickas a comprehensive set of measures aimed at neutralising
the main psychological concepts of information percepti@structive informational influence. The theoretical component
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